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2121--1   1   ADDRESS MAPPINGADDRESS MAPPING

TheThe deliverydelivery ofof aa packetpacket toto aa hosthost oror aa routerrouter requiresrequires
twotwo levelslevels ofof addressingaddressing:: logicallogical andand physicalphysical.. WeWe needneed
toto bebe ableable toto mapmap aa logicallogical addressaddress toto itsits correspondingcorresponding
physicalphysical addressaddress andand vicevice versaversa.. ThisThis cancan bebe donedone byby
usingusing eithereither staticstatic oror dynamicdynamic mappingmapping..

Mapping Logical to Physical Address
Topics discussed in this section:Topics discussed in this section:

pp g g y
Mapping Physical to Logical Address
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Figure 21.1  ARP operationg
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Figure 21.2  ARP packet
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Figure 21.3  Encapsulation of ARP packet
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Figure 21.4  Four cases using ARP
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Note

An ARP request is broadcast;
ARP l i i tan ARP reply is unicast.
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Example 21.1

A host with IP address 130.23.43.20 and physical address
B2:34:55:10:22:10 has a packet to send to another hostB2:34:55:10:22:10 has a packet to send to another host
with IP address 130.23.43.25 and physical address
A4:6E:F4:59:83:AB. The two hosts are on the sameA4:6E:F4:59:83:AB. The two hosts are on the same
Ethernet network. Show the ARP request and reply
packets encapsulated in Ethernet frames.packets encapsulated in Ethernet frames.

Solution
Figure 21.5 shows the ARP request and reply packets.
Note that the ARP data field in this case is 28 bytes, and
that the individual addresses do not fit in the 4-byte
boundary. That is why we do not show the regular 4-byte
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Figure 21.5  Example 21.1, an ARP request and reply
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Figure 21.6  Proxy ARP
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Figure 21.7  BOOTP client and server on the same and different networks
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Note

DHCP provides static and dynamic 
dd ll ti th t baddress allocation that can be

manual or automatic.
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2121--2   2   ICMPICMP

TheThe IPIP protocolprotocol hashas nono errorerror reportingreporting oror errorerrorTheThe IPIP protocolprotocol hashas nono errorerror--reportingreporting oror errorerror--
correctingcorrecting mechanismmechanism.. TheThe IPIP protocolprotocol alsoalso lackslacks aa
mechanismmechanism forfor hosthost andand managementmanagement queriesqueries TheThemechanismmechanism forfor hosthost andand managementmanagement queriesqueries.. TheThe
InternetInternet ControlControl MessageMessage ProtocolProtocol (ICMP)(ICMP) hashas beenbeen
designeddesigned toto compensatecompensate forfor thethe aboveabove twotwo deficienciesdeficienciesdesigneddesigned toto compensatecompensate forfor thethe aboveabove twotwo deficienciesdeficiencies..
ItIt isis aa companioncompanion toto thethe IPIP protocolprotocol..

Types of Messages
Topics discussed in this section:Topics discussed in this section:

Message Format
Error Reporting and Query
Debugging Tools
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Debugging Tools



Figure 21.8 General format of ICMP messagesFigure 21.8  General format of ICMP messages
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Note

ICMP always reports error messages to 
th i i lthe original source.
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Figure 21.9  Error-reporting messages
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Note

Important points about ICMP error messages:
❏ No ICMP error message will be generated in❏ No ICMP error message will be generated in

response to a datagram carrying an ICMP error
message.

❏ No ICMP error message will be generated for a
fragmented datagram that is not the first fragment.

❏ No ICMP error message will be generated for a❏ No ICMP error message will be generated for a
datagram having a multicast address.

❏ No ICMP error message will be generated for a❏ No ICMP error message will be generated for a
datagram having a special address such as
127.0.0.0 or 0.0.0.0.
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Figure 21.10  Contents of data field for the error messages
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Figure 21.11  Redirection concept
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Figure 21.12  Query messages
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Figure 21.13  Encapsulation of ICMP query messages
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Example 21.2

Figure 21.14 shows an example of checksum calculation
for a simple echo-request message. We randomly chose
the identifier to be 1 and the sequence number to be 9.

h i di id d i 6 bi ( b ) d hThe message is divided into 16-bit (2-byte) words. The
words are added and the sum is complemented. Now the

d hi l i h h k fi ldsender can put this value in the checksum field.
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Figure 21.14  Example of checksum calculation
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Example 21.3

We use the ping program to test the server fhda.edu. The
result is shown on the next slide. The ping program sendsresult is shown on the next slide. The ping program sends
messages with sequence numbers starting from 0. For
each probe it gives us the RTT time. The TTL (time toeach probe it gives us the RTT time. The TTL (time to
live) field in the IP datagram that encapsulates an ICMP
message has been set to 62. At the beginning, ping definesmessage has been set to 62. At the beginning, ping defines
the number of data bytes as 56 and the total number of
bytes as 84. It is obvious that if we add 8 bytes of ICMPbytes as 84. t is obvious that if we add 8 bytes of C
header and 20 bytes of IP header to 56, the result is 84.
However, note that in each probe ping defines the numberoweve , ote t at i eac p obe pi g defi es t e u be
of bytes as 64. This is the total number of bytes in the
ICMP packet (56 + 8).
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Example 21.3 (continued)
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Figure 21.15  The traceroute program operation
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Example 21.4

We use the traceroute program to find the route from the 
computer voyager deanza edu to the server fhda edu Thecomputer voyager.deanza.edu to the server fhda.edu. The 
following shows the result:

The unnumbered line after the command shows that the
destination is 153.18.8.1. The packet contains 38 bytes: 20
bytes of IP header, 8 bytes of UDP header, and 10 bytes of
application data. The application data are used by
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traceroute to keep track of the packets.



Example 21.4 (continued)

The first line shows the first router visited. The router is
named Dcore fhda edu with IP address 153 18 31 254named Dcore.fhda.edu with IP address 153.18.31.254.
The first round-trip time was 0.995 ms, the second was
0 899 ms and the third was 0 878 ms The second line0.899 ms, and the third was 0.878 ms. The second line
shows the second router visited. The router is named
Dbackup fhda edu with IP address 153 18 251 4 TheDbackup.fhda.edu with IP address 153.18.251.4. The
three round-trip times are also shown. The third line
shows the destination host We know that this is theshows the destination host. We know that this is the
destination host because there are no more lines. The
destination host is the server fhda edu but it is nameddestination host is the server fhda.edu, but it is named
tiptoe.fhda.edu with the IP address 153.18.8.1. The three
round-trip times are also shown
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round-trip times are also shown.



Example 21.5

In this example, we trace a longer route, the route to
xerox.com (see next slide). Here there are 17 hops
between source and destination. Note that some round-

i i l k l ld b htrip times look unusual. It could be that a router was too
busy to process the packet immediately.
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Example 21.5 (continued)
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2121--3   3   IGMPIGMP

ThTh IPIP t lt l bb i l di l d ii tt tt ffTheThe IPIP protocolprotocol cancan bebe involvedinvolved inin twotwo typestypes ofof
communicationcommunication:: unicastingunicasting andand multicastingmulticasting.. TheThe
I t tI t t GG M tM t P t lP t l (IGMP)(IGMP) iiInternetInternet GroupGroup ManagementManagement ProtocolProtocol (IGMP)(IGMP) isis oneone
ofof thethe necessary,necessary, butbut notnot sufficient,sufficient, protocolsprotocols thatthat isis
i l di l d ii lti tilti ti IGMPIGMP ii ii tt ththinvolvedinvolved inin multicastingmulticasting.. IGMPIGMP isis aa companioncompanion toto thethe
IPIP protocolprotocol..

Group Management
Topics discussed in this section:Topics discussed in this section:
G oup ge e
IGMP Messages and IGMP Operation
Encapsulation
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Figure 21.16  IGMP message types
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Figure 21.17  IGMP message format
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Table 21.1  IGMP type field
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Figure 21.18  IGMP operation
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Note

In IGMP, a membership report is sent 
t i ft th thtwice, one after the other.
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Note

The general query message does not 
d fi ti ldefine a particular group.
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Example 21.6

Imagine there are three hosts in a network, as shown in
Figure 21.19. A query message was received at time 0; the
random delay time (in tenths of seconds) for each group
i h h dd Sh h fis shown next to the group address. Show the sequence of
report messages.

Solution
Th i hiThe events occur in this sequence:
a. Time 12: The timer for 228.42.0.0 in host A expires,

d b hi i hi h i i d band a membership report is sent, which is received by
the router and every host including host B which

l it ti f 228 42 0 0
21.38

cancels its timer for 228.42.0.0.



Example 21.6 (continued)

b. Time 30: The timer for 225.14.0.0 in host A expires, and
a membership report is sent which is received by thea membership report is sent which is received by the
router and every host including host C which cancels its
timer for 225 14 0 0timer for 225.14.0.0.

c. Time 50: The timer for 238.71.0.0 in host B expires,f p
and a membership report is sent, which is received by
the router and every host.y

d. Time 70: The timer for 230.43.0.0 in host C expires,
d b hi t i t hi h i i d band a membership report is sent, which is received by

the router and every host including host A which
l it ti f 230 43 0 0

21.39

cancels its timer for 230.43.0.0.



Figure 21.19  Example 21.6
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Figure 21.20  Encapsulation of IGMP packet
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Note

The IP packet that carries an IGMP 
k t h l f 1 i it TTL fi ldpacket has a value of 1 in its TTL field.
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Table 21.2  Destination IP addresses
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Figure 21.21  Mapping class D to Ethernet physical address
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Note

An Ethernet multicast physical address 
i i this in the range

01:00:5E:00:00:00 to 01:00:5E:7F:FF:FF.
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Example 21.7

Change the multicast IP address 230.43.14.7 to an
Ethernet multicast physical address.

Solution
We can do this in two steps:
a. We write the rightmost 23 bits of the IP address in

hexadecimal. This can be done by changing the
rightmost 3 bytes to hexadecimal and then subtracting
8 from the leftmost digit if it is greater than or equal to
8. In our example, the result is 2B:0E:07.
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Example 21.7 (continued)

b. We add the result of part a to the starting Ethernetb. We add the result of part a to the starting Ethernet
multicast address, which is 01:00:5E:00:00:00. The
result isresult is
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Example 21.8

Change the multicast IP address 238.212.24.9 to an
Ethernet multicast address.
Solution
a. The rightmost 3 bytes in hexadecimal is D4:18:09. We

need to subtract 8 from the leftmost digit, resulting inf f g , g
54:18:09.

b W dd h l f h E h l ib. We add the result of part a to the Ethernet multicast
starting address. The result is
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Figure 21.22  Tunneling
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Example 21.9

We use netstat (see next slide) with three options: -n, -r,
and -a. The -n option gives the numeric versions of IP
addresses, the -r option gives the routing table, and the -a

i i ll dd ( i d l i )option gives all addresses (unicast and multicast). Note
that we show only the fields relative to our discussion.
“G ” d fi h “ f ” d fi h“Gateway” defines the router, “Iface” defines the
interface.

Note that the multicast address is shown in color. Any
k i h l i dd f 224 0 0 0packet with a multicast address from 224.0.0.0 to

239.255.255.255 is masked and delivered to the Ethernet
i f
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Example 21.9 (continued)
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2121--4   4   ICMPvICMPv66

WeWe discusseddiscussed IPvIPv66 inin ChapterChapter 2020 AnotherAnother protocolprotocolWeWe discusseddiscussed IPvIPv66 inin ChapterChapter 2020.. AnotherAnother protocolprotocol
thatthat hashas beenbeen modifiedmodified inin versionversion 66 ofof thethe TCP/IPTCP/IP
protocolprotocol suitesuite isis ICMPICMP (ICMPv(ICMPv66)) ThisThis newnew versionversionprotocolprotocol suitesuite isis ICMPICMP (ICMPv(ICMPv66)).. ThisThis newnew versionversion
followsfollows thethe samesame strategystrategy andand purposespurposes ofof versionversion 44..

Error Reporting
Topics discussed in this section:Topics discussed in this section:

Query
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Figure 21.23  Comparison of network layers in version 4 and version 6
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Table 21.3 Comparison of error-reporting messages in ICMPv4 and ICMPv6
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Table 21.4  Comparison of query messages in ICMPv4 and ICMPv6
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